PREVENTING
RETAIL FRAUD
With Data Visualization and Link Intelligence

Copyright 2012 Centrifuge Systems, Inc. All rights reserved.

www.centrifugesystems.com

571-830-1300

Preventing Retail Fraud

With Data Visualization and Link Intelligence
A white paper by Centrifuge Systems, Inc.

Fraud continues to be one of the most pervasive threats to the success of retailers around
the world. But while the problem is well-known throughout the industry, fraud detection
is no easy task. With such a wide variety of tactics employed by fraudsters, retailers have
found it difficult to identify potential vulnerabilities before it’s too late. However, the rise
of innovative analytical solutions such as data visualization has enabled loss prevention
specialists to discover and predict key patterns to stay one step ahead of the opposition.
Retail fraud presents store owners with a unique challenge, as both internal and external
threats must be addressed. Companies can incur serious losses from irresponsible employee
behavior, such as careless inventory tracking or unauthorized discounts. Managers also
have to worry about disgruntled or deceptive co-workers who may try to steal from the
company. These issues become even more prevalent as operations scale up and monitoring
techniques are stretched to their practical limits.
But even if in-house policies and practices manage to eliminate such threats, the dishonest
shopper or malevolent fraudster must also be accounted for. Aside from outright theft,
consumers are also becoming more adept at exploiting loopholes in retail return policies.
From convincing clerks to authorize returns of used or non-defective apparel to seeking
store credit for previously stolen items, the National Retail Foundation suggests that return
fraud cost companies an estimated $14.4 billion in 2011.
Additionally, retailers are having trouble balancing the risks and rewards of ecommerce.
Although online shopping opens a new revenue stream, it can also pose significant dangers.
The sheer volume of inventory processed through these channels can quickly expose
systematic shortcomings, and clever cybercriminals are taking advantage of retailers’
relative inexperience protecting online storefronts.
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As data-driven decision-making has taken hold in the business community in recent years,
it is only natural that retailers protect their operations in the same way they have been built.
But the volume and disparate nature of fraud detection data points has made it difficult for
loss prevention experts to monitor trends and design informed defense strategies.
The ever-expanding array of fraud strategies and vulnerabilities is leading retailers to an
unavoidable conclusion: modern challenges require modern solutions. The most promising
application of this concept appears to be coming from the field of big data analytics.
“The proliferation of big data has created even bigger risks and bigger threats,” said Renee
Lorton, CEO of Centrifuge Systems. “Traditional pattern-based discovery can’t connect
people, behavior and activities in a relationship map that can measure or profile the risk.
Your business network is your relationship network is your revenue network. Organizations
that don’t take action will find themselves increasingly at risk.”
The innovations recently made by pioneering companies such as Centrifuge Systems have
revealed that the value of big data extends far beyond its roots in business intelligence.
By applying the technology’s principles to the area of retail fraud, for example, store
managers can capture and interpret a wide variety of relevant variables in a short amount
of time.
Data visualization is one area that has inspired excitement among fraud detection analysts.
By integrating information from multiple sources and creating a visual representation,
companies can go beyond the numbers to uncover surprising trends and draw novel
conclusions. In addition, link, geospatial and temporal analysis can be used to clearly
connect relationships based on timing, geography or additional variables.
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For example, inventory and sales figures can be plotted with geographical data to show
which store locations are hotbeds of illicit activity in a company’s global chain. Alternatively,
suspicious-looking online credit card transactions can be compared to the card holder’s past
purchases or those of customer’s from similar demographics to determine if a fraudster
may have acquired their credentials.
The technology is also well-suited to the dynamic nature of modern retail. As market
trends and fraudulent tactics evolve over time, businesses can be confident that their
monitoring tools will respond in-step to alert analysts of new vulnerabilities.
This kind of robust and efficient fraud analysis may soon become the new norm in the
retail industry. As business managers struggle to protect both profits and reputations amid
a climate of economic uncertainty, a reactive approach to loss prevention is no longer
adequate. Instead, it will be the firms making smart investments in data visualization and
advanced link analysis that will lead the competition in years to come.
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